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“Camera” is used to refer to mobile phones, tablets, webcams, portable gaming devices and any other equipment or devices which may be used to be take photographs. 

“Personal use” of photography and videos is defined as the use of cameras to take images and recordings of children by relatives, friends or known individuals, e.g. a parent taking a group photo of their child and their friends at a school event. These photos and videos are only for personal use by the individual taking the photo and are not intended to be passed on to unknown sources. The principles of the GDPR do not apply to images and videos taken for personal use. 

“Media use” is defined as photography and videos which are intended for a wide audience, e.g. photographs of children taken for a local newspaper. The principles of the GDPR apply to images and videos taken for media use. 

It is the responsibility of the Executive Director and the Charity Administrator to ensure:
· Consent forms with regards to photographs and videos being taken during Young Star activities are given to parents, and/or Young Star users at the point of first involvement.

· That all photos and videos are stored and disposed of correctly, in line with the GDPR

The Designated Safeguarding (DSL) is responsible for: 

· Liaising with social workers to gain consent for the use of photographs and videos of LAC and identify any child protection concerns, which would mean that participating in photography and video recordings would put them at significant risk 

· Sharing this information with the Charity Administrator to ensure concerns or risks are recorded and made available to staff/volunteers who need to know.

Parents/carers are responsible for: 

· Completing the Consent Form on an annual basis

· Informing Young Star in writing if they wish to make any changes to their consent

· Acting in accordance with this policy  

Consent 

All photographs and video content are classified as personal data under GDPR, images or video content may be used for publicity or other purposes only when the parent/carer/user has provided informed consent and has not withdrawn their consent. 

· Up to the age of 16, parents/carers are responsible for providing consent on the child’s behalf. 

· Over the age of 16, except in exceptional cases, Young Star users may provide consent. 
· Young Star understands that consent must be a positive indication. It cannot be inferred from silence, inactivity or pre-ticked boxes.  
· Consent will only be accepted where it is freely given, specific, informed and an unambiguous indication of the individual’s wishes.  

· Where consent is given, a record will be kept with the Charity Administrator 

· Consent documentation will include how and when consent was given.
· Parents and Young Star users, as applicable, will be asked to complete the Consent Form on an annual basis

· The Consent Form will be valid for the full year, unless consent is withdrawn. 

· For any Looked after child, or children who are adopted, the DSL will liaise with the social worker, carers or adoptive parents to establish where consent should be sought. Consideration will be given as to whether identification of a looked after child, or children who are adopted, would risk their security in any way. 

· Consideration will also be given to any Young Star users for whom child protection concerns have been raised. Should the DSL believe that taking photographs and videos of any pupils would put their security at further risk, greater care will be taken towards protecting their identity.  

· A list of all the names of Young Star users for whom consent was not given will be created by the charity administrator and will be circulated to all staff/volunteers who have a role in the taking or the uploading of images/video’s This list will be updated annually, when new consent forms are provided.  

General procedures  
Photos may only be taken for the purposes stated in this policy. All staff/volunteers should follow this guidance to ensure they keep themselves and others safe and work within the remits of this policy. 
· Staff/volunteers who have been given the role of taking images or videos should only use Young Star devices 

· Staff/volunteers should not use their personal mobile phones, or any other personal device, to take images and videos of Young Star users unless agreed by the Executive Director and for good reason. 

· If personal cameras/devices are used to take images for reasons such as defective equipment, images should be downloaded and sent to Charity Administrator as soon as possible and deletion of files need to be witnessed by the Charity Executive Director

· In circumstances where staff or volunteer has used their personal device to take a photo or video a record should be made as to reasons why. 
· Staff/volunteers should never take their device home with images or videos of Young Star users still on it

Young Star users may wish to take photo’s of each other during Young Star activity, however the following guidance should be followed;

· Young Star users should be discouraged from taking photos of each other and will be asked to sign an agreement that they will not upload any images/videos on social media.

· Young Star users will risk ongoing involvement with the charity if they use any image or video to bully or harass another.

· Young Star users need to be made aware it is an offence to take or share an sexually indecent image of themselves or others.
Staff/volunteers or other adults are not permitted to take photographs of Young Star users in vulnerable circumstances, such as when they are upset, hurt or inappropriately dressed. Photos and videos that may cause any distress, upset or embarrassment will never be used. Staff/volunteers should follow the following action if they are concerned about inappropriate use of camera’s, other devices, images or videos. 
· Report inappropriate use of digital cameras and images, intrusive photography or publication of content to the Executive Director and Safeguarding Lead. 
· Make a record of concern using the ‘safeguarding concern from’ and ‘incident form’.

· Safeguarding Lead to report concerns to local child/adult social care, police and any other relevant agency for further advice and guidance.

· If it is found that any incidents raise child protection concerns or criminal activity, immediate action will be taken.
Additional Safeguarding Procedures 

· Young Star understands that certain circumstances may put a child’s security at greater risk and, thus, may mean extra precautions are required to protect their identity. 

· The DSL will, in known cases of Young Star user who is a Looked After Child or who has been adopted, liaise with the social worker, carers or adoptive parents to assess the needs and risks associated with the child. 

· Any outcomes will be communicated to all staff/volunteers and the list outlining which Young Star users are not to be involved in any videos or photographs, held with the Charity Administrator will be updated accordingly. 

Storage of Deletion of Images and Videos

Images/videos obtained by Young Star will not be kept for longer than necessary.  

They will not be used other than for their original purpose.

Photographs and videos held on Young Star’s drive are accessible to the Charity Executive Director and Charity Administrator only. Photographs and videos are stored in labelled files, annotated with the date, and are only  identifiable by trip title and trip date – no names are associated with images and videos unless consent given. 

Files are password protected and only the Charity Executive Director and Charity Administrator have access to these passwords

Paper documents will be shredded or pulped and electronic memories scrubbed clean or destroyed once the retention period has ended.  

The Charity Administrator will review stored images and videos every 6 months to ensure that all unwanted material has been deleted.  

Where a parent/carer or Young Star user has withdrawn their consent, any related imagery and videos will be removed from the Young Star drive immediately.  

Where a security risk has changed, the DSL will inform the Charity Administrator immediately so any related imagery and videos involving the child can be removed from the Young Star drive immediately. 

Images taken on the camera must be downloaded as soon as possible on to the Young Star drive 
Staff/volunteers are responsible for ensuring that images are safely stored until downloaded and given to the Charity Administrator, particularly on memory sticks and hard drives. They must take reasonable measures to ensure that they do not come into the possession of unauthorised persons. 

No digital image will be altered or enhanced in any way by any member of staff/volunteer
Young Star may require images to be deleted or edited as appropriate 

Use of a professional photographer  

If Young Star decides to use a professional photographer the purposes state in this policy the Executive Director will: 

Provide a clear brief for the photographer about what is considered appropriate, in terms of both content and behaviour
Not allow unsupervised access to pupils or one-to-one photo sessions at events 
Communicate to the photographer that the material may only be used for the school’s own purposes and that permission has not been given to use the photographs for any other purpose  

l
Child and/or adult photo/video consent form
We would be grateful if you would fill in this form to give us permission to take photos and videos to use on our website or for publicity purposes for the charity.  
Please ask any questions and view our photo and video policy on our website.

* Please delete appropriately

1. I  give/ don’t give*  permission to Young Star Mentoring to take photographs and/or video of my child/person for whom I am responsible*.  (Under 18 years)
OR

2.  I give/don’t give* permission to Young Star Mentoring to take my                                 photograph and/or video. (Over 18 years)

Under 18 

	Name of child 
	

	Name of parent / guardian 
	

	Signature of parent / guardian 
	

	Date 
	


Over 18 
	Name of adult
	

	Signature of participant
	

	Date 
	


Additional considerations or safeguarding issues  Yes/No (give details)

Has further information been requested    Yes/No  (give details)

Within Young Star Mentoring, images and videos are used for a variety of purposes, including for advertisement and promotion, Young Star’s Facebook page and website.  We understand that parents may also wish to take videos or photos of their children participating in events for personal use. Whilst we recognise the benefits of photography and videos for Young Star, we also understand that these can have significant risks for those involved. Under the legal obligations of the General Data Protection Regulation (GDPR), Young Star has specific responsibilities in terms of how photos and videos are taken, stored and retained. 





Policy Aim


To help Young Star Mentoring fulfil its responsibilities under the Data Protection Act 2018 when using photographs/videos for the reasons stated above.


To help ensure Young Star users are fully aware and consent to images or videos being used.


To ensure all staff and volunteers recognise issues in relation to consent and know when it is and isn’t appropriate to take or share images/videos


To help consider those Young Star users who need safeguarding


To provide support and guidance to staff/volunteers who are responsible for taking photos and uploading video’s or images on social media





Monitoring 


This policy will be reviewed annually and revisions recommended to the organisations Executive Director.  This policy may also be reviewed in the following circumstances:


If operationally certain behaviours or issues are frequently dealt with that do not feature in this policy


As required by the Charity Commission


As a result of any other significant change or event or new government guidance


Gaps identified or learning from serious incidents 











